
Became Aware of Cyberattacks 

• In laboratories within the state, including our 
own WSLH Proficiency Testing Division

• Started seeing more published articles 1



Some Times Square billboards 
went dark; ‘a handful’ remain 

offline

About 1,500 US 
flights canceled by 
late morning, 
FlightAware says

July 19, 20242



Tech Outage Causes Worldwide Chaos and 
Disruptions to Airlines, Hospitals,

Personal Computers 

The New York Times
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“The Downtime Menace”
Cybersecurity Incident in the
Clinical Pathology Laboratory

1

Lisa Buchinger
Renee Pelch

HSHS Laboratories
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CYBERATTACKS IN HEALTHCARE
Large southern California healthcare network
in May 2021

Global co$t exceeding $20 billion

Literature has discussed:
Impact on entire healthcare organizations
Recommendations to improve cybersecurity
Development of risk inventory (Erin’s risk assessment)

Medical oncology, radiation oncology, perioperative
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UNIVERSITY of VERMONT MED CTR

Regional referral center for Vermont and northern
New York (~1 million residents)

Six partner hospitals; 17 regional laboratories

1.2 million annual patient care encounters

3.2 million test results reported annually
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OCTOBER 2020; → 25-day downtime
Electronic health record

Laboratory information system

Attack cost $40-50 million (mostly in lost revenue)

Other health information & administrative systems
Internet access Hospital shared drives
Paging Billing/coding
Pharmacy Digital communications
Radiology (many phones, FAX)
Supply Chain Ordering

8



Am J Clin Pathol 157:653-663; 2022 6

IN A NUTSHELL…
Pre-analytic significantly affected

Analytic relatively limited impact

Post-analytic significantly affected
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Pre-analytic Nuts and Bolts
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ORDERING, LABELING

Providers unable to place electronic orders
Laboratory unable to view new, existing orders
Outpatient clients “new to the game”

Laboratory tried to get providers to use pre-printed
barcode labels; eventually ran out

“Wild West” with respect to downtime requisitions
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No collect date/time
No unique patient identifiers
No patient location
Illegible penmanship

Delivery of results (where)?
Providers had to call
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SPECIMEN TRANSPORT/ACCESSION

Networked server drives pneumatic tube system

Couriers unable to enter facility

Accessioning at instrument level by technologists
Standardization
What do you do with all of the paperwork?
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FOR THOSE WHO HAVE AUTOMATION

Extreme level of manual effort to deliver correct
specimen type to correct area

Additional local servers were shut down to
prevent the spread of malware through system

Aliquot, centrifugation process no longer available
on automation line

QC ranges and rules no longer available
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VOLUME, VOLUME, VOLUME

“Volume of incoming specimens far exceeded the
laboratory’s ability to perform testing because of

reduced efficiency with manual workflows”
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WHAT DID THEY DO?

Ordering, labeling
Bouncers 24/7 (within first 24h)

Specimen transport/accession
Runners for inpatient 24/7
Staff an identified entry point for couriers
Standardized process for entry into analyzer

(what information and how it would be entered)
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WHAT DID THEY DO?
Automation

Each discipline came up with own plan
Adequate staffing to manually process specimens
Program QC into analyzers (rather than LIS)

Volume, volume, volume
Encourage testing for urgent needs only
Limit outpatient phlebotomy locations
Communicate laboratory status and current TAT
Referral locations divert specimens to reference labs
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AFTERMATH

Unable to capture data on total tests performed (too manual)

18



Analytic Nuts and Bolts
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Instrumentation was fully functional

Instruments had dedicated hardware (independent)

Could not interface with LIS

Lost remote troubleshooting with vendors

Temperature monitoring built into automation

20



Post-analytic Nuts and Bolts
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REPORT GENERATION

Reports lacked critical information to help providers
Reference ranges absent
Comments or always text not present
Disclaimers (laboratory-developed testing) gone

LIS gone; IT had to hook up printers to analyzers
Patient demographics not showing up on reports
Analyte names on instrument reports were not
familiar to providers

“Anti-Xa” rather than “Unfractionated heparin”
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PROGRAMMED ALGORITHMS
No automatic flagging of critical values

Chemistry calculations not available
Estimated glomerular filtration rate
Low-density lipoprotein
Transferrin saturation

Reflex testing (UA, syphilis serology, hepatitis C)

Automatic add-ons not available
(automated storage/inventory not available)
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CLIENT SERVICES
First 48 hrs, FAXed results to inpatient locations,
FAXed to outpatient provider office
Access to 2 FAX machines, huge increase in
phone call volume; no critical value notification

Also responsible for filing hard copies
Initially, did so by date of laboratory service
Provider requests often involved date of collection

(per their records) that was not translated onto
downtime requisition

Many recipient FAX machines on hospital servers
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WHAT DID THEY DO?
Report generation

Pretty much at liberty of analyzer
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WHAT DID THEY DO?
Programmed algorithms

Techs handled critical values
Cheat sheets
Lack of accurate provider contact information

Could not provide calculated values
Likely a function of instrument printout/report format

Could not provide add-on testing
Specimen storage/tracking functionality gone

Elected not to provide (some) reflex testing (↓ volume)
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WHAT DID CLIENT SERVICES DO?
Dedicated results center (after 96 hours)

Deployed in a laboratory conference room
(5 analog FAX machines, 4 analog phones)

This became an inpatient-only center by day 7
Offsite (2nd center) deployed for outpatient results

Finding patient reports took too much time
Began filing by alphabetical order (last name)
Stratified by inpatient (runner) versus outpatient
Consulting providers were still calling
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SUMMARY/RESULTS DISSEMINATION
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HELP
Staffing requirements said to have
doubled (including residents, fellows)

Were able to bring in “volunteers”
Furloughed or displaced and retired workers
Learning curve/training 

Third-party scheduling system was software-based

When manual processing systems adequately
established, provided at least 1 day off per week
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Their 35,000-foot Summary
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TAKE HOMES I

Control incoming test requests/volume

Standardize data entry process (analyzers)

Have up-to-date, easy paper requisition process

Plan for loss of automated specimen processing

Analyzers reliable; connectivity is the issue
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Get a bouncer and result runners
32



30

TAKE HOMES II

Program reference ranges/critical values in
instruments when possible
Have enough people/techs to go manual

Access to office supplies, space, copy machines

Don’t forget about proficiency testing due dates

Re-set turnaround time expectations
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Maintain instrument QC; conduct periodic QA, 
and second checks
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TAKE HOMES III

Encourage organization to have access to hotspots

Access to whiteboard for communication to team

Standard downtime result form for Microbiology

Keep up with back up data from EMR

Manual log to track Blood Product unit activity
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Standard downtime result form for manual result 
testing
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TAKE HOMES IV

File results by patient name/patient chart

Be prepared for new processes daily

Prioritize patient registrations for recovery

Access to a computer not on the network to create 
patient labels.
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Be involved in the recovery plan
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IF YOU WANT TO LEARN MORE…
Managing an anatomic pathology laboratory during
25 days of downtime

Managing a clinical pathology laboratory during
25 days of downtime

Quality assurance and error reduction, billing and
compliance, transition to uptime

Coordination in crisis, development of an
incident command team, and resident education
during downtime
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